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YBOJI

[lpakTHYHMM TOpaBUIMMa 32 TPYXKAkbE YCIyre H3/aBamba KBAIM()UKOBAHMX EJIEKTPOHCKUX
BpeMeHCKuX xuroBa (Time-Stamp Practice Statement) (y nabeM Tekcty: [Ipaktuana npasuia) ypehyjy
ce mpaBmia Kojux ce ,Jlomra Cpbuje 1.0.0., Kao U3aBajal BPEMEHCKOT JKUTa, MPUIpPKABa Y CBOM
pany, YCJIOBU M3/1aBaba BPEMEHCKHUX JKUTOBA U IIPaBUJIa ONEPATUBHOT paja.

[Tomra Cpbuje m3rpaamna je MHPPACTPYKTYpy 3a M3/1aBAE BPEMEHCKHX J>KUIOBa. YCIyre
HamemeHe Tpehoj cTpaHu, Be3aHe 3a MPOBEpPY HU3JATHUX BPEMEHCKHX JXUIOBA M TPUCTYI JaBHUM
uHpopmanujaMa O pagy H3/AaBaola BPEMEHCKUX JKUTOBa, CIOOOMHO Cy JIOCTYIHE CBUM
3aMHTEpPECOBAHUM CTpaHama y CKJIaJy ca IpaBUMa M oOaBe3aMa HaBEJIECHUM Yy OBUM HIPAKTHUYHUM
MPaBUIIMMA.

BpemeHcku KHUroBu MOTBplyjy MOCTOjame €IEKTPOHCKUX IMojAaTaka y oapeleHoM BpeMeHy Ha
MOBEPJHMB U TPOBEPJHHB HAUMH. EJEKTPOHCKM MOAALM OBEPEHHM BPEMEHCKHM XHIOM HE MOTY Ce
HenpumeheHo MemaTu.

3axTeB 3a M3/1aBal€ BPEMEHCKOT JKWTA, KOJU CaJp>KU KpUNTOrpadCKH OTHCAK TOAAaTaKa Koje
Tpeba OBEpUTH BPEMEHCKUM KHI'OM, KOPUCHUK IIaJjbe CUCTEMY M3/laBaolla BpeMEeHCKOr xkura. Cucrem
3aTUM TEHEpHIIE CTPYKTYpY IOJaTaka BPEMEHCKOT >KHMra (TOKEH) Koja, MOpe] OCTajor, CaIpiKH
JOCTaBJbeHU KpuUNTorpadckM OTHUCaK TMojJaTaka M TayHO BpeMe, a 3aTUM EJIEeKTPOHCKHU
MOTIHIIE/TIeYaTHpa Taj 00jeKaT U Ha Ta] HAYWH 3aAIITUTH HETOB UHTCTPUTET.

»llomra Cpbuje’ 1.0.0. Kao u3AaBaal BpeMeHckor xwura (y namsem Tekcty: [lomra 75A4) Bpuu
M3J1aBakbe BPEMEHCKHMX JKHIOBa Yy CKJIAQy Ca 3aKOHOM M TOI3aKOHCKMM akTuMa (y JaJbeM TEKCTY:
MIPOIKCH ), OMIITUM aKTuMa 1 ynyrcrBuMma [lomrta 7SA4, koju perynuiry oBy o0iacr.

[Iponmcu akTa YMHE MPaBHU OKBHP 32 00aBJbame JACTATHOCTH M3JlaBarmba BPEMEHCKHX JKUTOBA
[Tomra TS4.

[Tomra TSA n3naBame BpeMEHCKHX JKUTOBA BPILIHU Y CKJIaLy ca oAroapajyhum mehynapognum
CTaHJapAUMa U IpernopyKaMa, OTHOCHO JPYTUM CTaHAapANMa, JOKYMEHTHMA U MpernopykaMa, Koje ce
OJTHOCE Ha U3/1aBabe¢ BPEMEHCKUX KHUT'OBA.

1. OIICEI' IOKYMEHTA

[TpakTnyHa mpaBuiIa OMMCYjy MPaKTUYHA MpaBUila U3aBamba BpeMeHcKor xura [lomra 754 u
neuHUITY Mpolece U3/aBama JKUTa, Kao M yIpaBJbamkbe THM IPOIeCHMa Tako Ja KOPUCHHUIN U Tpeha
JIMIIa MOTY J1a UMajy IIYHO MOBEPEHE y paJl CUCTEMA 3a U3/1aBakhe BPEMEHCKOT KHTa.

Crpykrypa u caapxkaj [Ipaktuunux mpaBuia cy y ckiany ca gokymentom ETSI EN 319 421
,Electronic Signatures and Infrastructures (ESI); Policy and Security Requirements for Trust Service
Providers issuing Time-Stamps®. IlpakTnyHa mpaBuia cy y ckiagy ca IIpaBuiHuUKOM 0 OnM>KuUM
yCJIOBHMMA 32 KBAJM(PHKOBaHE eEKTPOHCKE BpeMeHcKe sxurose (,,Cinyx6enu rimacauk PC*, 6poj 59/19)
U TIOJJpKaBa M3/1aBarbe BPEMEHCKHX KHTOBa KaJa je MOTPEOHO OKa3aTH Ja Cy €NEKTPOHCKHU TOJanu
MIOCTOjaJIH TIpe ojpel)eHor BpeMeHa.

[Tomta 7SA 3a moTnucHBame/medaTupame GOpMUPAHUX TOKEHA BPEMEHCKOT JKHUra KOPHUCTH
eIeKTpoHCKe cepTudukate koje u3naje Ceprudukanuono teno ,llomra Cpbuje” a.0.0. (y masem
tekery: Cepruduxanuono teno Ilomre), y cknany ca [lomutrkom cepTudukanyje 3a KBaIUPUKOBaHE
enektpoHcke ceptudukare (,,Cinyxoenu [ITT-rmacauk®, 6poj 1863/2026) u IlpakTuuHuM mpaBUIIMA
npyXxama yciiyre cepruduxamnuje 3a kBanudukoBane enekTpoHcke ceptudukare (,,CiyxOenu I1TT-
rimacHuk®, 6poj 1863/2026) u ycnyry npyxa y ckiany ca cranfgapaom ETSI EN 319 411-2 "Electronic
Signatures and Infrastructures (ETSI); Policy and security requirements for Trust Service Providers
issuing certificates; Part 2: Requirements for trust service providers issuing EU qualified certificates".
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[Tomra 7SA o6jaBibyje TOJaTKe W CBY JOKYMEHTAalMjy KOja Ce€ OJHOCH Ha U3/aBambe
BPEMEHCKHUX JKHTOBa Ha BeO cajTy https://www.ca.posta.rs koja je jaBHO JJOCTYITHA, Ka0 ¥ CBH IMOJAIU U
CBa JOKYMEHTallMja KOja ce Ha HhOj HaJla3u.

[Tomra 7S4 06jaBsbyje Ha CBOM BeO CajTy:

- Ommre ycnose, [lonuTuky wu3naBama BpeMEHCKOr >kura u llpakTuyna mnpaBuiia, HaKOH
CTylama Ha CHary,

- MOJIeJIe KOMEPIIMjaTHIX YrOBOpa U 3aXTeBa,

- KOPUCHUYKA YITYTCTBA,

- Ipyra aKTa u 00aBeuITena.

[IpakTnyHa npaBMIIa W3JaBamkba BPeMEHCKOT jkura [lomTe kao w3maBaoia BPEeMEHCKOT JKUTa,
Kpenpa 1 axypupa:

,Ilomta Cpbuje* 1.0.0.
Cepruduxarnmono temno [Tomre

TakoBcka 2

11120 beorpan

PenyGnuka

Cpbwuja

Tenedon: 011/3607-895

dakc: 011/3651-412

E-momra: cepp@posta.rs

Be06 cajr: https://www.ca.posta.rs

[TpakTraHa paBmIia 0100peHa ¢y oJ] cTpaHe nupekropa ,,Ilomra Cpouje™ 1.0.0.

[1]
[2]
[3]
[4]

[3]
[6]

2. JIMTEPATYPA

3aKOH O EJCKTPOHCKOM JIOKYMEHTY, €JICKTPOHCKO] WIACHTH(PHKAIMjU W yciayrama Oj
MOBEPEHA y eICKTPOHCKOM TocioBamy (,,Ciryxx0enu rmacauk PC*, 6p. 94/17 u 52/21).
[IpaBUaHHMK O OJMDKUM yCIOBMMa 32 KBAIM(DUKOBAHE EICKTPOHCKE BPEMEHCKE >KUTOBE
(,,Cmyx0enu rnacauk PC*, 6poj 59/19).

ETSI EN 319 421 "Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providers issuing Time-Stamps".

ETSI EN 319 422 "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol
and time-stamp token profiles".

RFC 3161, ,,Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)*.

ETSI EN 319 411-2 "Electronic Signatures and Infrastructures (ETSI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 2: Requirements for trust
service providers issuing EU qualified certificates".

3. JEOCMHUINJE N CKPAREHUIIE

3.1. Hdepununuje

Wznasanar BpemeHckor xura (Time-Stamping Authority - TSA) je Teno Koje u3aje BpeMEHCKH

KUT.

Kopucuux (Subscriber) je mpaBHO WM (U3WYKO IHUIE, KOjeé KOPHUCTH YCIyre MH3/aBaolia
BPEMEHCKOT JKHTa, U KOj€ j€ U3PUUUTO UITH MOJpa3syMeBaHO MPUXBATHUIIO MpoMUce U ycioBe 15A4.

[TonuTuka n3naBama BpeMeHcKor xura (7ime-Stamp Policy) je ckyn npaBuiia Koja MoKasyjy aa
je M31aBame BpEeMEHCKHUX )KUTOBa y CKIIany ca oJpel)eHuM 3aXTeBUMa U TPONHUCHMA.
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IIpaxtnuna npasuina (Time-Stamp Practice Statement) cy OIMCaHU CKYII IIOCTyIaKa U Mpoleaypa
OIIEPAaTUBHOT pajia, Kojux ce 7SA npuapxkasa MpH U3aBamkby BPEMEHCKOT JKUTA.

Kpunrorpadcku otucak je hash BpeTHOCT EJIEKTPOHCKOT JIOKyMEHTa, Koja ce dopMupa
KopunthemeM KpunTorpadckor hash anropurma.

CrpykTypa mojaTaka BPEMEHCKOT Kura, oqHOCHO TokeH (Time-Stamp Token), je objekaT Koju
noBe3yje KpunTorpad)CKu OTUCAK EJIEKTPOHCKOT JOKYMEHTa ca ojpe)eHuM BpEMEHOM U Ha Taj HAYHH
J0Ka3yje Ja je eNeKTPOHCKH JIOKYMEHT IIOCTOja0 Mpe TOr BpeMeHa (y Ja’beM TEKCTY: TOKEH
BPEMEHCKOT JKHTa).

Jenmuuuna 3a popmupame BpemeHcKor xwura (Time-Stamping Unit) je kpuntorpad)cko CpeacTBO
3a (hopMHUpame BPEMEHCKOT XXHra, KOJUM C€ TeHEpHIIEe M CJICKTPOHCKH IOTIHCYje/TledaTupa TOKEH
BPEMEHCKOT JKMra u3far y ume 754.

3.2. Ckpahenune

Momra 7SA - ,,ITomta Cpbuje* 1.0.0, Ka0 H3aaBaal] BPEMEHCKOT KUTa
UTC - Koopaunucano ynusep3ainHo Bpeme (Coordinated Universal Time)
OID - Unentuduxammonn 6poj [lonuTrke n3naBama BpEMEHCKOT KHTra

4. OIIIUTU KOHLEIIT

4.1. Ycayra uzgaBamba BPEMEHCKOT KUTa

[Ipouec n3naBama BPEMEHCKOT JKUTa je 3a TOTpede OBUX MPAaKTHYHKX MPaBUiIa MOJEJbEH Ha JIBa

aena:

- HM3paBame BPeMEHCKOT KHUTa: Ie0 yCIyre Koju GopMUpa TOKEH BPEMEHCKOT JKUTa.

- Ynpap/bame H3IaBameM: JC0 YCIyTe KOjH HAJA3Upe M KOHTPOJHUIIE ONEpalje H31aBama
BPEMEHCKOT Hura, a o6e30ehyje nma je mpyxkeHa yciayra y CKiIaay ca oapendama
[Mpaktnuanx npasuia [lomra 7S4. Ha mpumep, 1eo 3a yrpaBibame H3JaBamkEM rapaHTyje
7a je BpeMe YIUCAHO Yy M3JIaTH BPEMEHCKH JKHUI' NPAaBHJIHO CHHXPOHHM30BaHO Ca U3BOPOM
TA4HOT BpPEMEHa.

4.2. W3naBajan BpeMEHCKOI JKUTra

[Tomta mocenyje usrpaheHy MHPPACTPYKTypy 3a H3/1aBalkbe€ BPEMEHCKOI JKura y CKJIaay ca
3aKOHOM O €JIEKTPOHCKOM JOKYMEHTY, €JIeKTPOHCKO] MICHTU(UKALMJU U ycilyrama oJ MOBepema y
enekTpoHckoM nocnioBamwy [1]. [Momra 7SA uma noTmyHy OArOBOPHOCT 3a 00e30eheme CBUX ycaoBa 3a
MOY3/1aHO TpYXKamke yCIyre u3aBarkba BPEMEHCKOT JKUTa U HEHY JOCTYIHOCT, 3alTHTY U pecypce,
KaKo je Je(UHICAHO OBUM MPAKTUYHUM IIpaBUJIMMa U 0JiroBapajyhum nponucuma.

[IpuBaTHU KJbYy4EeBH KOjJU C€ KOPUCTE 3a MOTHUCHBAKE/TIE€YaTUPABLE TOKEHa BPEMEHCKOT JKUTa Cy
yBek BiaacHUIITBO [lomra 754.

ITomra 7SA je perucTpoBaHM H3JaBajlall BPEMEHCKOI JKMra y CKJaly ca 3aKOHOM O
€JIEKTPOHCKOM JIOKYMEHTY, €JIEKTPOHCKO] UJIEHTU(PHUKALIMJU U ycIayrama o]l IOBEPEHa y eIEKTPOHCKOM
nocioBawy [1] u mpaBunHukoM [2] . Tlomra 7SA4 je perucTpoBaHu mpyskajall yciyre Mo cTaHaapry
ETSI EN 319 421 [3], kao Temno Koje u3/aje TOKEHE BPEMEHCKOT JKHTa.

4.3. KopucHuk
KopucHuk moxe na Oyae mpaBHO JHIE, Ip>KaBHU OpraH WJIM OpraHu3aluja, Koja oOyxBara

HEKOJIMKO KpajlbUX KOPHCHHMKA WIM TMOjeIMHAaYHU Kpajibu KopucHHK (dusuuko mnuime). Kama je
KOPHCHUK TIPABHO JIMIIE, IP>KaBHU OpraH WIIM OpraHu3airja, 00aBe3e Koje ce MPUMEmY]y Ha TO TIPABHO
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JuIe, Ap>)KaBHU OpraH WM OpraHu3alujy, npuMmemuBahe ce M Ha Kpajibe KopucHuke. IIpu Tom cy
MIPaBHO JIMIIE, IP’KaBHU OpraH WM OpTaHU3aIfja OJrOBOPHU, YKOJIHKO KPajibl KOPUCHHIIN TPABUIIHO
HE HCIyHE CBOje o0aBe3e, jep ce OJ MPaBHOT JIMIAa WIM OpraHu3aluje O4eKyje Ja Ha oarosapajyhu
HayuH 00aBECTH KPajHke¢ KOPUCHUKE.

VY cnyyajy mojeIMHAYHUX KPajlbMX KOPUCHHUKA, KOPUCHHIM Cy CAMH OJIFOBOPHH 33 UCIYHCHE
CBOjuX oOaBe3a.

Kopumhemem ycmyre Ilomra 754, KOpUCHUIM UMIUIMLIMTHO TMPUXBaTajy oOaBeze oxapeheHe
OBHM NPAaKTUYHUM TPaBUIIHMA.

5. IPAKTUYHA ITPABUJIA U3JABAIbA BPEMEHCKOI )KUT'A

5.1. lperaen

[Tomra TSA n3aaje BpeMEHCKH XKHUT Yy CKJIaxy ca 3akoHoM [ 1], mpaBuimHHKOM [2], cTanmapauma
[3,4,5,6] uoBUM IPaKTUYHU ITPABUIINMA.

[Tomta 7SA w3naje BpemeHckH *ur ca TaaauM UTC BpeMeHOM (KOOPIAMHHMCAHO YHHUBEP3aTHO
BpeMme - Coordinated Universal Time) y3 oacTyname of] Hajuuie =1 cekyHne.

[Tomra 7SA 3a TOTHUCHBaKE/TIEYaTUPAE TOKEHA BPEMEHCKOT JXHra KOPUCTH TPUBATHE
KJby4eBe I'eHepUCaHe UCKIJbYUUBO 3a Ty HAMEHY, ca IepHo10M KopHIlhemwa O] HajBUIIE je/THE FOHHE.

[Tomra 7SA xopuctu enekTpoHcke ceprudukare koje u3naje Ceprudukanmono teno [lomre,
KOj€ je PerucCTpOBaHO y CKJIaay ca 3akoHOM [1] u mpyxa ycayre y ckiaaany ca ctanaapaom ETST EN 319
411-2 [6]. Pok BaKHOCTH €IEKTPOHCKOT cepTU(HKaTa je mecT rouHa.

Bpeme on3uBa cucrema, kao pasnuka u3Mmel)y BpeMeHa NMPUMJbEHOI 3aXTeBa M BpEMEHa Y
BPEMEHCKOM XHTY, j€ Mambe OJ] jeTHOT MUHYTA.

5.2. UnenTudurkanuja

Wnentudukanuonu 6poj [Tonutuke n3gaBama BpemeHckor xura (OID) je:
1.3.6.1.4.1.15672.11.811.1.0.

5.3. IIpumMeH/bUBOCT

[TpakTyHa npaBuia cy y ckiaay ca:

- MPABWJIHUKOM [2] 1

- crannapaom ETSI EN 319 421 [3].

[Tomta 7SA mpyxa yciyry H3/JaBalkba BPEMEHCKOI JKUI'a KOPHUCHULMMA KOJU j€ 1O CBOM
npoduiy y ckinany ca ctangapaoM ETSI EN 319 422 [4] u nokymentom RFC 3161 [5].

OBa npakTHyYHa IPaBUJIa CE KOPUCTE 3a U3AaBambe BPEMEHCKOT KHUTra y CKJIaay ca 3aKOHOM [1].

5.4. YcariameHocTt

[Tomra 7S84 y w3natuM BpEeMEHCKHUM >KMTOBHMa yINucyje uaeHTHukanuoHu Opoj Ilonmurtnke
n3/1aBama BpeMeHckor xura (OID).
VY muspy nokasuBama yckinahenoctu, [lomra 7SA4:
- HCHymaBa cBoje obaBese,
- MMIUIEMEHTHpPa KOHTPOJIE,
- MOJUIeKe MPOBEPH UCIYH-EHOCTH YCIIOBA 3a PErHCTpPallUjy M3/1aBaolla BPEMEHCKOT XKHUra U
MIPOBEPHU OIEPATUBHOI pajia M3/laBaolla BPEMEHCKOI JKUra y CKJaJy ca 3akoHoM [1] u
MIPaBUITHUKOM [2].
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6. OBABE3E U OJAI'OBOPHOCT

[Tomta 7SA wucnymaBa cBoje oOaBe3e M IpHUXBaTa IpEy3eTe OJrOBOPHOCTH JaTe y OBUM
MPaKTUYHUM MPaBUIUMA.

6.1. ObaBe3e u3naBaoNa BpeMEHCKOT KUTra
6.1.1. Onure o6aBe3e

[Tomra 7SA 06e30ehyje na CBU ycIOBH M3AaBama BPEMEHCKOT JKHUTra, HAaBeJICHH y TOTJIaBJbY 7.
OBHX MPAKTHYHUX MpaBuIIa, Oy1y UMIUIEMEHTHPAHH Y CKJIAly ca OBHM MPAKTHYHUM MPABUIMMA.

[Tomra 7SA 06e3behyje ycarnameHOCT ca TpoleAypaMa MPONUCAHWM Y OBUM MPAKTHYHUM
MPaBUIIMMA.

[Tomra 7SA 06e30ehyje momroBame 00aBe3a HABEACHUX Y BPEMEHCKOM XKHTY, JUPEKTHO WIIH
yrpaheHux mpeko pedepeHrie.

[Tomra 7S84 o6e3behyje ma cBe yciayre H3aaBama BPEMEHCKOT KHWra Oydy y CKiIamy ca
MPaBUJIMMA OTIEPATUBHOT pPajia U3aBaolia BPEMEHCKOT JKHTa.

[Momra 7SA je npunpeMHo U MEPUOUYHO KYpHUPa aHATM3Y PU3MKA 32 KPUTHYHE CEPBUCE KOjH
3aXTEBajy BUCOK HUBO CHTYPHOCTH.

6.1.2. ObaBe3e npeMa KOPUCHULIMMA

[Tomra 7SS4 o06e36ehyje cranHM NPUCTYH CEPBHUCY H3/laBatba BPEMEHCKOI JKHMra, OCUM Y
MIEPUOJTy CEPBHCHOT OJIp)KaBama, Y BAaHPEIHUM CHTyaudjama (Kajga MOoy3/J1aHd U3BOpP Ta4uHOT BpeMeHa
HUje JOCTYNaH W Jp.) WM ycleJ Apyrux norahaja, mpUpoJHUX WIM JPYIITBEHHMX, KOJU HUCY IOJ
KOHTPOJIOM, HUTH Cy MOTJIM OWTH TpeABHl)eHH, OTKIOWEHU WU crpedeHn ox crpane llomra 754
(BuIma cuiia).

[Tnanupanu nepuoan onpxaBama Ouhe o6jaBpenn Ha BeO cajry [lomra 75A4.

Ocuwm Ttora, Ilomra 754:

- HUMIUIEMEHTHpPA W KOPUCTH TNOY3[JaHy HHQPpPACTPYKTypy 3a pa3MeHy uHpopMaluja Hu
KOMYHHKAIH]Y,

- 4yBa CBE pEJEBaHTHE MOJATKE KOJU C€ THUy M3[aBamka BPEMEHCKUX XHI0Ba Y BPEMEHCKOM
NepUOJly KOjH je MIPOIHUCaH 3aKOHOM,

- IIOIIITYje poOHE MapKe U UHTENEKTYaIHy CBOJUHY,

- Ipy’Ka YCIIyTy U3/1aBamba BPEMEHCKOT JKUTa Y CKJIay ca OIuITe NpuxBaheHuM cTaHaapanMa u
MIPaBUIINMA,

- U3Jlaje caMo HCIpaBHE BPEMEHCKE JKUTOBe, MpUMemYjyhu mpaBuiia onepaTuBHOT paja Kako je
HAaBEJICHO Yy MOTJIaBJby 7. OBUX MPAKTUYHUX MPaBUIIA.

6.2. ObaBe3e KOPHMCHUKA BPEMEHCKOT KUT'a

3axTeB 3a (hopMHpame BPEMEHCKOT Kura Mopa Ja Oyne kperpal y ckiany ca crangapaom ETSI
EN 319 422 [4] n nokymentom RFC 3161 [5], u Mopa na capku 3aXTEB 3a yrpaimy €JIEKTPOHCKOT
ceprudukara (certReq=True) y (opMupaHOoM TOKEHY BpPEMEHCKOT JXWTa, KOJUM C€ TIpoBepaBa
€JIEKTPOHCKH MOTIHC/TIeYaT TOKEHA BPEMEHCKOT YKHTa.

3a hopMupame KpUnTorpapcKor oTHcKa MmoJjiaTaka y 3axTeBy 3a (popMHUpame BPEMEHCKOT KUra,
KOPHCTH ce jefan on cnenehux anroputama: SHA-256, SHA-384 wnu SHA-512.

3axTeB 3a GOpMHUpPakHE BPEMEHCKOT KUT'a MOXe Ja caipu uaeHTtuduxauonu 6poj [lonutuke
u3aBama BpeMeHckor xkura (OID) (u3 mornasiba 5.2.), anmu Moxe Aa Oyne u 6e3 uaeHTU(HUKAIMOHOT
opoja [lonmutuke.
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[Tomrra 7SA he onOuTH M3/1aBake BPEMEHCKOT KHTra YKOJIMKO 3aXTEB HHUj€ MOTIYH WM carjlacaH
ca o0aBe3aMa KOPUCHUKA U JOCTABUTU OJIOBOP KOPUCHHUKY Kako je Je(pUHHMCAHO Yy AOKyMeHTy RFC
3161 [5].

[Tpunukom noOujama TOKEHa BPEMEHCKOI JKMra, KOPUCHHMK Tpeba Ja IpoBEpH Ja JM je TOKEH
BPEMEHCKOT KHTa HCIIPABHO €JIEKTPOHCKU MOTHHCAH/TIEYaTUPaH U J1a CepTUPHUKAT KOJUM CE IPOBEpaBa
MOTIIMC/TIeYaT TOKEHAa BPEMEHCKOT JKUT'a HUje OII03BaH J0 TPEHYTKa IpOBepe.

JlogatHu 3aXTeBU MOTy 1a Oyay mponucanu yropopom usmely Ilomra 7.S4 u kopucHuKa.

6.3. ObasBe3e Tpehe cTpane

ObaBe3a Tpehe cTpane je 1a, kKaja ce ocllarba Ha TOKEHE BPEMEHCKOT JKHTra M3JaTe OJ CTpaHe
[Tomra 7TSA, npoBepy MCIPABHOCT €IEKTPOHCKOT MOTIKCA/TIeYaTa TOKCHa BPEMEHCKOT JKUTa U YBEPH
Ce Y UCTPAaBHOCT TOKEHA BPEMEHCKOT JKHUTa.

YcnoBu Koju cy Ha pacnonaramy Tpehum crpanama cagpxke o6aBese Tpehe crpane. Kanma ce
Tpeha cTpaHa ociama Ha TOKEHEe BPEeMEHCKOT kura uzaare oj crpane Ilomra 754, Tpeba na:

- IPOBEPU JIa JIK j& TOKEH BPEMEHCKOT YKUra MCIIPABHO €JICKTPOHCKH TOTIMCAH/TIeYaTUPaH U Ja
ceptu(UKaT KOjUM Ce MPOBepaBa MOTIIMC/TIeYaT TOKEHA BPEMEHCKOT KUT'a HUje OIMO3BaH J0 TPEHYTKa
poBepe,

- y3Me y 003Up CBa OrpaHUYCHa 0 KOpUIThely BpEeMEHCKOT JKUTa KOja Cy Ha3HaueHa Y IMOJIMTULIN
Y TIPAKTUYHUM MPaBUIIMMA U3/1aBaba BPEMEHCKOT JKHUTa,

- y3Me y 003up OWiio Koje Ipyre mMepe MOTHHCaHE Yy cropazymMuMa (YyroBOPHMA) WIIM JPYTUM
JOKYMECHTUMA.

CBaku U3JaTH TOKEH BPEMEHCKOT JKHTa CaJIPKH €JICKTPOHCKH CepTH(UKAT, KOJHM ce ITpoBepaBa
CJIEKTPOHCKH MOTITHC/TIEYaT TOKEHA BPEMEHCKOT JKHTa.

3a mpoBepy ONO3BAHOCTH ENEKTPOHCKOT CepTHU(HKATa TOKEHAa BPEMEHCKOT XHra KOPUCTH Ce
perucrap ono3Banux ceprudukara uian OCSP cepBuc, nocrynan kao ycnyra CeprudukanuoHor Tena
[Tomre, y cxmany ca Ilomutukom ceprudukanuje u [IpakTHYHHM TpaBHWIMMa TPYKamkba yCIyre
ceprudukanuje Ceprudukannonor Tena [lomte 3a kBanupukoBaHe eneKTPOHCKE cepTHU(UKATE.

6.4. OnrosopHocT

[Tomrra 7SA Hehe 6uTH oaroBopaH 3a NUTama Koje ce Hanasze uzBad [lomra 754 chepe yrunaja u
OJITOBOPHOCTH.

ITomrra 7S4 O©uhe onroBopaH camMo y CKJIaay ca 3aKOHOM M IpaBHJIMMa ONEPaTHBHOI paja
M3/1aBaola BPEMEHCKOT JKHTa.

CnopoBu u3mehy Ilomra 754, kopucHuka u Tpehe cTpaHe MpBO Ce pelIaBajy JOTOBOPOM, a
YKOJIHMKO TO HUje Moryhe, Haanexan je cyn y beorpany.

[TomTa TSA uMIIIEMEeHTHPa KOHTPOJIE UCTTYHhaBamka YCIIOBa MPYKamba YCIIyre, y CKIaay ca OBHM
NpPaKTUYHUM TPaBUIIMA.

[Tomra 7SA G6enexu u 6e30eqHO YyBa, y3 00€30eheHy TajHOCT, CBE pejieBaHTHE MOAATKE KOjU ce
TUYY U3JaBamkba BPEMEHCKUX JKUIOBa, y MEpUOy O] HajMame | (jenHe) roAuHe OJ U3aBama, pajau
o0e30ehuBama JoKa3a 0 N3/1aTUM TOKEHHMa BPEMEHCKOT JKUTa.

[Tomrra 7SA BpIM ONEpaTUBHU paj y CKIAAy ca OBUM MPAKTUYHUM MPABUIMMA U HUBOOM YCITyTe
KOjU je yroBopeH ca kopucHuuuma. [lomra 754 Hehe naBaTu noAaTHe M3jaBe WM TapaHIMje Koje ce
OJTHOCE Ha JOCTYIHOCT MJIM TAYHOCT yCJIYyTe U3/aBamba BPEMEHCKOT JKUTa.

7. YCJIOBU 3A ITPABUJIA OIIEPATUBHOI" PAJIA ITOIITA 754

[Tomra 7SA mpyxka yclyry u3laBalkba BPEMEHCKOT JKHra KOpuIIhemeM JBe jeIUHUIE 3a
dhopmupame BpeMEHCKOT JKUTa, Koje ce Hanasze y load balancer koHpUTypauju.
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7.1. U3jaBa 0 npaBH/JMMA ONePATHBHOT PaJa M ONIITHM yCJI0BHMA
7.1.1. M3jaBa 0 npaBWJIMMa ONIePATHBHOI Pa/ia N31aBaola BPEMEHCKOI KUra

Canpxaj W3jaBe O MpaBHIMMa ONEPAaTHBHOT paaa yrpaljeH je y oBa NpakTUYHA IpaBHIIa,
norjaBiee 6.1.1. 1 maspe.

7.1.2. M3jaBa 0 onIITHM yCJI0BHMMA M31aBaHa BPEMEHCKOT KUTra

OmnmTy yclioBU Cy nocebaH JOKYMEHT YHju je neo yrpaheH y oarosapajyha morjaBjba OBHX
NpakTUYHUX npaBmwia. CTPyKTypa M cajpikaj TOKEHa BPEMEHCKOT XHra Je(UHHCAH je Y IMOTJIaBJby
7.3.1. OGaBe3e kopucHuka u Tpehe crpane, ykibyuyjyhu v Ha4MH MpoBepe TOKEHAa BPEMEHCKOT JKUTa,
HaBeJIeHE Cy y moryaBbuma 6.2. u 6.3. oBUX mpakTuyHuX mpaBmwia. Obasese u oarosopHoct [lommra
TSA naBeneHe cy y noryiaBjbuma 6.1. u 6.4. 0BUX IPAaKTUYHUX [paBUIIA.

7.2. ZKMBOTHHM LMKJIYC K/by4eBa jelMHUIe 32 (popMHUpamke BPEMEHCKOT KUra
7.2.1. 'eHepucame K/byyeBa

AcuMeTpUYHU TapoBU KJbyueBa jeAUHHIIEC 32 (opMmupame BpemeHckor xwura Ilomra 754 3a
SJIICKTPOHCKHU TMOTHHC/TIedaT (OPMHUpPAHUX TOKEHA BPEMEHCKOT JKHTa, YBEK Cy TE€HEPHCAHU TIOJ
KOHTPOJIMCAHUM yCIIOBHMA.

JleTaspaH OIuC:

- TEHepHucame KJbyueBa jenuHUIe 3a ¢opmupame BpeMmeHckor skura Ilomra 7SA4 3a
MOTNHCHUBaWe/IeyaTrpame Ouhe u3BpiieHo y ¢Gusnuku o0e30eheHoj cpenvHu (BUIETH MOTJIABIbE
7.4.4.) on cTpaHe HajMame JIBe 0co0e ca MOBEPJFMBUM yliorama (BUIETH noriasise 7.4.3.),

- TEHepucame KJbyueBa jenuHulle 3a ¢opmupame BpeMmeHckor skura Ilomra 754 3a
MOTHUCUBaWkE/TIeuaTupame Ouhe U3BPIIECHO Yy OKBUPY XapABEPCKOT KPUNTOTpadCKOT MOayina KOjU je
CepTHU(HKOBAH y CKJIaJly ca CHTYPHOCHUM KpUTepujymoM EAL 4+.

- KJbY4€BH jeAMHHUIE 3a (popmupame BpeMeHcKor kura [lomra 754 cy RSA xkibydyeBH AyXKHUHE
4096 6uTa.

7.2.2. 3alITUTA NPUBATHOT KJbY4a

[Tomta 7SA he 06e30enutu 1a MpUBaTHHU KJbYUEBU JeIMHULIE 32 (POpPMUpame BPEMEHCKOT KHUTa
OCTaHy TajHU U cauyBajy CBOj UHTETPUTET.

Heraban onuc:

- TpUBaTHU KJbyueBH jeauHule 3a (opmupame BpemeHckor xwura [lomrta 754 3a
MOTHNUCUBaWkE/TIeUaTupame Onhe YyBaHW M KOPUIITNEHH Y XapABEPCKOM KPUNTOTPaCKOM MOIYIY,
KOjH je cepTU(HUKOBAH y CKJIaly ca CHTYPHOCHUM KpuTepujymoM EAL 4+,

- Hehe OWTH IpaBJbeHE KOIKje MPUBATHUX KJbydeBa JeIMHUIIE 3a (pOpMHUpame BPEMEHCKOT JKHUTra
[Tomrra 7SA 3a noTnUCHBambE/IeYaTUPABE Y OTBOPEHOM OOJIMKY M3BaH XapJBEPCKOI KpUNTOrpadcekor
MoJyJa.
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7.2.3. IncTpudynmja jaBHOr K/by4a

[Tomra 7SA nocraBiba HaIUIEKHOM MHHUCTAPCTBY €JIEKTPOHCKE cepTU(UKATE 32 €IEKTPOHCKU
MOTHHC/TIeYaT TOKEHa BPEMEHCKOT JKHra KOjU CaJip’kKe jaBHM KJbYd 3a IPOBEpy MOTIHCA/TedaTa, y
by 00jaBJbHBamka y JaBHOj IMCTH KBAJTM(UKOBAHUX yCIYyTa O] IOBEPEHA.

[Tomra 7S84 ocurypaBa Ja IUCTpUOYMpaHM €JIEKTPOHCKH CEepTHU(UKATH cadyBajy CBOj
MHTETPUTET U BEPOJIOCTOJHOCT TOKOM JUCTpHOYIIH]je.

7.2.4. O0HaB/bam-€ K/by4eBa

Ha najBume cBakux roguny aana [Tomra 754 he renepucaTi HOBM aCUMETPUYHH Tap KIby4eBa
3a NOTHHCHBABE/TIeYaTHPAhE TOKEHA BPEMEHCKOT JKUTra.

7.2.5. Kpaj ’KMBOTHOT IIUKJIyCa NPUBATHOT KJ/by4a

[Tomra 7SA he ocurypatu Ja ce NMpUBAaTHU KJbYYEBU jeAMHHULE 32 (HOPMHpAHE BPEMEHCKOT
KUTa HE KOPHUCTE IOciie UCTeKa IuaHupane ynorpebe. [IpuBaTHu kibyu Ouhe 3amMemeH Ipe HCTeKa
IuIaHupane yrnorpeOe, mrTo he o3HaUMTH MpecTaHak ynmoTpede Kibyda, a 3aMEHCHU NPHBATHH KIbYY
Ouhe TpajHO YHHUIITEH.

VKOJIMKO UCTEKHE MEPHOJ IUIAHUpaHe yrnoTpeOe MpUBaTHOT KJbyda oA jenHe romuue, [lomra
TSA nehe m3maBaTH TOKEHE BPEMEHCKOT JKUTa, CBE JOK MCTEKIIM MPHUBATHU KJbY4 HE Oyne 3aMemeH
HOBUM IIPUBAaTHUM KJbYYEM.

7.2.6. YnpaB/bame XapABEPCKUM KPUNTOrpagcKuM MOAYJI0M

[Tomrra 7SA he TokOM pajia OCUTYpaTH 3aIUTUTY XapJBEPCKOI KpUnrorpadckor Moayia, y Kome
ce Kpeupajy H 4YyBajy KJbY4YEBH jeAMHHIE 3a (opMHUpame BPEMEHCKOT JKHTa 3a
NOTIMCHBAKE/TICYaTUPae U Yy KoMe ce o0aBjba NOTIHCHBaHE/TIeYaTupame (POpMUPAHOr TOKEHA
BPEMEHCKOT JKHUTa.

[Ipe npememTama WIM JApYror HapyllaBamba 0e30€JHOI  OKpyKema  XapJBEpCKOT
kpuntorpadcekor moayna, Ilomra 7S4 he mpecratu ga KOpPUCTH M TpajHO he YHHUINTHUTH NpUBAaTHE
KJby4eBe jeluHuIle 3a (POpMUpae BPEMEHCKOT JKUTa.

7.3. U3naBame BpEMEHCKOT KUTra
7.3.1. CTpyKTypa NoaTaKka BPeMEeHCKOT KHra

[Tomta 7SA ocurypasa J1a TOKEH BPEMEHCKOT )kKHUra Oyze U3/1aT Ha CUTYPaH HauuH U J1a CaaApKu
Ta4yHO BpEME.

[Tomra 7S84 wu3maje camo jenHy BPCTYy TOKEHa BPEMEHCKOT JKHMra, y CKJIaay ca OBUM
NPaKTUYHUM mpaBuiarMa. CBakM TOKeH caapxku uieHTu¢ukanuonu Opoj Ilomutuke wn3naBama
BpeMeHcKkor ura (O[D) 1 jeTMHCTBEHU CepUjCKH OpOj U3aTOT TOKEHA.

TokeH je eNeKTPOHCKH MOTHHCAH/TIeYaTUpaH MPHUBATHUM KJbyYeM jeAMHHUIE 3a (OpMHpare
BpemeHckor xwura [lomra 7S4. Ilomra 754 3a popmupame elIeKTpOHCKOr MOTNHca/lieyaTa TOKEHa
BPEMEHCKOT KHUra KOpUCTH RSA anroputam npuMeHoM cranaapiaa PKCS#1, y3 nyxuny RS4 kby4a o
4096 Outa. TokeH caipKH eIEKTPOHCKH cepTU(UKAT KOJUM ce IpOBepaBa eJIeKTPOHCKHU MOTIHC/Tedar
TOKEHA BPEMEHCKOT JKUTa.

Token caapxu UTC BpeMe NMpey3eTo U3 W3BOpa TaYHOT BpemeHa, ynopeanBo ca UTC TayHuM
BPEMEHOM, y3 MaKCHUMAJIHO J03BOJBEHO OJCTyName y ogHocy Ha UTC TauHO BpeMe Kako je MPOMHCAHO
OBHM NpakTUYHUM npaBuinma. [lomra 7S4 He u3naje TokeHe ca Behom tayHourhy.
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OueknBaHO BpeMe BaXema TOKEHAa BpPEMEHCKOr J>Kura onpeheHo je pPOKOM Baxema
€JIEKTPOHCKOT cepTudUKaTa, KOjUM CE€ MpOBepaBa €JIIEKTPOHCKHU IMOTHHC/IeYaT TOKEHa BPEMEHCKOT
KUTa.

7.3.2. Cunxponusanuja spemena ca UTC

[Tomra 7SA he ocuryparu 1a Bpeme, y U3JaTUM TOKEHHMa BPEMEHCKOT JKUTa, OJICTYIa HajBUIIIE
+1 cekynnay, y ogHocy Ha UTC TauHo Bpeme u Hehe M3aaBaTu BpeMEHCKE UTOBE M3BAaH HaBElICHE
TAYHOCTH.

ITommra 7SA o00e30elyje ayTomMaTcKy CHHXPOHH3AIM]y BpEeMEHa jeAWHHUIE 3a (OPMHPAHE
BpeMeHcKkor xwura [lomra 7S4 ca ©3BOpOM Ta4HOT BPEMEHA, Y CKJIaly ca MpeaBul)eHOM mperu3Homhy.
[Tomra 7SA xopuctu u3Bop TadyHor BpemeHa ca NTP (Network Time Protocol) cuHXpOHH3aIMjoM, a
NTP cunxponusanyja ce Bpuu ca Stratum 1 u 2 cepBepuma.

Ykonuko nmohe no ryOMTKa CHHXpOHM3AIMje BpEMEHa jeIMHHIE 32 (OpMHUPAkE BPEMEHCKOT
xwura Ilomra 7SA4 ca u3Bopom TayHor Bpemena, llomra 7SA he mpecratm na wu3naje TOKEHE
BPEMEHCKOT >KHTa, JI0 MOCTH3akha CHHXPOHU3AIIH]E.

CunxpoHHU3aIja BpeMeHa jeAnHuIe 3a popmupame BpeMeHckor xwura [lomra 754 Bpmmhe ce
TaKo Jia ce He 04eKyje ojcTyname Behe o1 gexiapucane TaYHOCTH.

W3Bop TayHOr BpeMeHa, Ha KOjU CE€ BPEMEHCKHM CHHXPOHHM3Yje jeAMHMLA 3a (QopMupame
BpemeHckor xura [lomra 754, 6uhe 3amTuhen ox Hanana u 06e30eheH o nMpeno3HaTux pu3rKa Koju
MOTY Ja JIOBEY JI0 HeaJeKBAaTHUX IPOMEHA.

7.4. Yupas/bame U pajJ U31aBaola BPEeMEHCKOT KUra
7.4.1. Ynpas/bame 0e30eqHomhy

VYupasipame 0e30ennomthy Ilomra 754 Bpumm ce y ckiagy ca oaroapajyhum cranmapaama
3alITUTE.

[lenokynna wuH(ppactpyktypa [lomra 754 ocurypana je cUCTeMOM (HU3WYKE W JIOTHUYKE
3aILUTUTE.

[lenokynan onuc uH@pactpykrype [lomra 754, HauMHA U MOCTYNKa 3alITUTE HABEJCH je Y
uHTepHUM npaBuinMa [Tomra 7.S4.

7.4.2. Ilpouena pusuka

[Tomta 754 he ocurypatu 5a cBa ornpema MMa aJiekBaTaH HUBO 3amTure. [Iponena pusuka je
HEOIXO/HAa Ja OM ce eBMJIeHTHpaJla MOCIOBHA CPEJICTBA U NPETHE KOjuMa Cy Ta CpeACTBa yrpoKeHa,
Kako OW ce oJpeuie HEeOMXOJHE CUTYpPHOCHE KOHTpose u mpouenype. [lomra 7SA he mepuoanuno
BPILUTH MPOLIEHY PU3UKA, BPIIUTH KJIACU(PHUKAIM]y CpPEACTaBa U PEBU3M]Y CUTYPHOCHUX KOHTpOJIA U
npouenypa.

7.4.3. KagpoBcku kanamurer

[Tomra 7S84 he ocurypatu aa ocobspe mocenyje MOTpeOHO 3HAKHE M MCKYCTBO, Y CKIIaTy ca
CBOJOM YJIOTOM.

[Tomrra 7S4 nonatHo ob6e36ehyje:

- TIOBEPJHUBE YIIOT€ U OJJTOBOPHOCTH Cy TOKYMEHTOBaHe y onucuMa paaHux mecta [lomra 754
oco0Jna,
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- y onucuma nocnosa Ilomra 754 ocobsba, pa3aBojeHOCT AYXKHOCTH je AeuHucaHa, HaBeaeHe
Cy noTpeOHe BEIITHMHE M HMCKYCTBO, a aJleKBaTaH HUBO 3Hama, oOpa3oBama U O0yke 3a Kopullheme
nH(pOpPMATHYKE OIIPEeMe MPYXKEH je 3aN0CIeHnMa,

- ocobsbe Ilomra 7SA4 cnpoBoaM aJIMUHUCTPATOPCKE MpOLEIype y CKiIaay ca MNpaBHiIMMa
OIIEPAaTUBHOT Paja,

- ocobJsbe ITomra 754 ca moBepJbUBUM yiiorama Hema cykoO mHTepeca ca aenatHorrhy [Tomra
TSA4,

- ocoOsbe ITomra 7SA nmoxaha oOyke 3a 0OHaBJbaE M yCaBPIIABAE 3HAKA HAJMAE JSTAHITYT
TOTUIIIEHE,

- ocobspe [lomra 7SA unnHe ocobe Koje HUCY ocyhuBaHe.

7.4.4. ®uznuko ode30eheme

[Tomra 7SA ocurypaBa na je GU3MYKH MPHCTYN WHPPACTPYKTYPHU 32 U3aBamke BPEMEHCKOT
KHUTa KOHTPOJIUCAH:

- (PMBMYKY MPUCTYII j€ JT03BOJLEH CaMO ayTOPHU30BAHOM OCOOIBY,

- yBEJCGHE Cy HWHTEPHHM TNpaBWIMMa JepUHHCAHE TIpOIeaype KOHTPOJIC NPHCTyNa 3a
crpedaBame TyOWTKa, omTehema win KoMIOpoMmMHuTOBama HH(MpacTpykType, Kpahe moparaka u
HapyIaBame MMOCIOBHOT IpoIieca,

- YBEJICHE Cy UHTEPHUM IpaBHiIUMa JIeUHUCAHE TPOLICYPE KOHTPOJIE TPUCTYIIA XapIBEPCKOM
KpUNTOTPapCKOM MOJYITY, Y CKIIaAy ca CUTYPHOCHHUM 3aXTE€BHUMa 32 TeHEPHCAHE M YyBamhe KJby4ueBa,

- undactpykrypa I[lomra 754 je y cepBep canu, Koja (U3NYKKA IITHUTH CEpBEpPEe OJ
HeoBJamheHor MPUCTYIa U He JeNIU CE ca IPYTUM OpraHu3aljama,

- onipema, nojanu, meauju u codreep Ilomra 7S4 He Mory na ce u3Hecy u3 npocropuja [lomra
TSA 6e3 onrosapajyher omobpema.

7.4.5. YnpaB/bame ONIePTUBHUM Pa0M

[Tomta 7S84 he ocurypaTu ja KOMIIOHEHTE 32 M3[aBambe BPEMEHCKOT XHuTra Oyay 3amTuheHne u
Jla UCIPaBHO (PYHKIIMOHUIY, CA MUHUMAJTHUM PU3UKOM OJ1 KBapa.

Heraban onuc:

- uaterpuret [lomra 754 je 3amruheH ol BUpyca U HEJJO3BOJbEHOT copTBeEpa,

- IPUMEY]je Ce CUTYPHO PYKOBame ca MeaujuMa kopuithenum y okBupy Ilomra 754, kako Ou
ce Me/IMjU 3alITUTIIIN of oliTehewa, kpahe u HeoBnamheHor NpUcTyna,

- YCIOCTaBJbEHE Cy M UMIUIEMEHTUPAHE IpOoLEeaAype 3a CBE MOBEPJbUBE M aJIMUHHUCTPATOPCKE
yJore, Koje yuecTByj]y y obassbamy [lomra 754 ycnyra,

- I[Tomrra 7SA curypHocHe yiore cy pa3/iBojeHe 0]l OCTaJluX yJora,

- KamauTeTH ce npare u npeasubhajy, kako 6u ce 00e30ea11o Aa 10BOJbHA MPOIECOPCKA CHAra
Y CMEUITajHU KanaluTeTH Oyay Ha pacrojaramy,

- YBEZICHO j€ U3BEIITaBakE O CUTYPHOCHUM MHIIMIEHTHMA, a MPOLIe/lype pearoBama Cy TakBe Ja
HITeTa OJ] CUTYPHOCHUX MHIM/IeHaTa Oyie MUHUMAJIHA,

- Ilomra 7S4 pearyje Op30 Ha CUTypHOCHE HWHIUAEHTE, Kako OW Ce OrpaHUyYMO YTHIIA]
WHIMJIeHATa, a y Hajkpahem poky Ouhe caunieH U3BEIITa] O CBAKOM CUTYPHOCHOM HHIIMJICHTY.

7.4.6. KonTpoJia npucryna
[Tomra 7SA4 he 06e36enuTH NpUCTyI camo oBjamheHnM ocodama:

- 3amtuta uHTepHEe Mpexe [lomra 7SA on HeoBnamheHOr MPUCTYIa U3BpIIEHA je yHoTpeOom
firewall n IPS (Intrusion Prevention System) cuctema,
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- Ilomrra 7SA he ocurypatu eheKkTUBHY aAMUHUCTPAIM]y KOPUCHUYKUX HAJIOTa 3a MPUCTYI
CUCTEMY, KaKko OM ce 00e30e11o norpedaH HUBO 3aIITHTE,

- TMPUCTYN NOJAlMMa M aljIMKalHjaMa OTPaHMYeH je y CKIAAy ca IOJUTHKOM KOHTpOJIe
IPUCTYTIA,

- ocobsbe Ilomra 7S4 6uhe naentuduroBano nmomohy ceprudukara 3a ayTeHTUDHUKAIH]Y TIpe
aJIMUHUCTpaNXje KpUTHYHUX aTuTMKanyja,

- eBUJICHTUPAjy ce cBe akTuBHOCTH [lomra 7.S4 ocolJpa,

- Ilomrra 7SA nokamHe MmpexHe komnoHeHte (firewall, load balancer, switch) ce 4dyBajy y
cepep camu, y ¢Gusnyku 3amTrheHOM OKpyXemy. IbuxoBa koHdurypamuja ce NEepHOAMYHO
IPOBEPaBa, y CKJIay ca 3aXTeBUMA.

7.4.7. be30eIHO OKPYXKeH-€

[Tomra 7SA KOpUCTH IPOBEPEHE U CUTYPHE CUCTEME KOjH Cy 3amTiheHu o1 MoTuduKaImja:

- aHanM3a CUTYPHOCHUX 3axTeBa Ouhe M3BpIICHA y MPOIECY MPOjeKTOBama U crienudukarmje
3axTeBa, 3a OMJIO KOJU pa3BOjHU IpojeKat, kako Ou ce obe30eamia curypHa umiuieMenramnyja y Ilomra
TSA cucrem,

- KOHTpoJia mpomMeHa Ouhe ymoTpeOJbeHa 3a cBe Bep3Hje, Moau(uKalMje U XUTHE U3MEHE Ha
KopumrheHnM aruimKanujama.

7.4.8. KomnpomuToBame ycjayre u3iaBamba BpeMeHCKOT KUra

VY ciydajy KOMIIPOMHTOBaWma WIH CYyMEE y KOMIIPOMHTOBAH-€ CBOT NMPUBATHOT KJbyda WIIH
nopemehaja cucrema kanuOpalmje 1 CHHXpOHHU3AIK]je ca H3BOPOM TadyHOT BpeMeHa, [lomra 754:

- IpecTaje ca U31aBamkbeM BPEMEHCKHIX )KHUTOBa,

- UHQOpPMHUILIE CBE KOPHCHUKE U JAPYTe 3aMHTEPECOBAaHE CTPaHE O KOMIIPOMHTAIM]U M JPYTHM
norahajuma,

- jaBHO o00jaBipyje MH(pOpMalMje O TOME KaKO YCTAHOBUTU KOjHU BPEMEHCKU KHTOBU HHCY
Bakehy, Ha HAYHH J]a c€ HE YTrPO3H 3aIITUTA [T0/IaTaKa O JIMYHOCTH.

7.4.9. [Ipecranak paja u31aBaona BPeMEeHCKOT KHUTa

[Tomra 754 he o6e36enutu 1a y ciiydajy mpecTaHka paja MOTeHIIM]aIHa IITeTa KOPUCHUITUMA U
Tpehum ctpanama Oyae MUHHUMAaJIHA, Ka0 M J1a c€ OJpXH MOTryhHOCT MpoBepe MCIPABHOCTU H3JIATHX
TOKEHA BPEMEHCKOT JKHTa.

ITpe npecranka paza, [lomra 754 he:

- 00aBECTUTHU CBE KOPUCHUKE O IPECTAHKY paja,

- TIOY3/1aHO] OpPTraHMU3aIM]jy MPEHETH 00aBe3y UyBamba CBUX PEJIEBAHTHUX IMOJAaTaKa HEOMXOIHUX
3a JIOKa3uBame HCIPABHOCTH HU3JAaTUX TOKEHA BPEMEHCKOT JKUTa, y BPEMEHCKOM MepHOJy KOju je
MIPOMHCAH 3aKOHOM,

- TIOY3/1aHOj OpraHu3allju IpeHeTH o0aBe3y Ja eIEKTPOHCKU CepTH(HKAT KOjU CaJIp>KU jaBHU
KJbYd 3a TPOBepy IMOTNHCA/TedaTa M3JAaTHX TOKEHAa BPEMEHCKOT JXKUTa Oyje pacrojIOKHB CBHM
3aWHTEPECOBAHUM CTpaHaMa, y BPEMEHCKOM MEPUOAY KOjU j€ MPOIUCAH 3aKOHOM,

- YHAIITHTY TIPUBATHU KJbYY jeIMHUIIE 32 (POPMUPAHE BPEMEHCKOT JKHTa.

7.4.10. YckanalheHocT ca 3aKOHCKMM OKBHPOM
[Tomta 7SA he ocurypatu yckiaheHOCT ca 3akOoHCKMM okBupoM PenyOmuke CpOuje, a

HapOo4YuTO HNpOoIrCHUMa KOjI/I CC OIHOCC Ha HU3daBamkbC BPEMCHCKOI JKHId, 3alITUTY HWHTCJICKTYAJIHC
CBOjI/IHe, MIPHUBATHOCT U 3AIUTUTY JIMYHUX IMOJaTaKa KOPHCHUKA.
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7.4.11. YyBame nojgaraka o paay ycjayre u3iaBamba BpeMEHCKOT KUra

[Tomta 784 he ocurypaTu na ce CBH pelieBaHTHU MOJAIM Y BE3U M3JATOI TOKEHA BPEMEHCKOT
KHTa 4yBajy Y MEpHOY O HajMamke jeTHe TOJUHE OJ1 JaTyMa U3/aBama TOKEeHa, TaKo MTo he outu:

- 3anKcaHu 1 6e30e1H0 apXUBUpaHU cBU Jorahaju u nojany y Be3u paja [lomra 754,

- OJprKaBaHa TOBEPJbUBOCT M WHTETPUTET AKTYEIHMX W apXMBUPAHUX 3amuca y Be3W paja
Ilomra TSA4,

- KOMIUIETHO ¥ TIOBEPJHUBO CauyBaHU 3anucu y Be3u pana [lomra 7SA cepBuca,

- JIOCTYIHHM 3amucu y Be3u pana Ilomra 754 cepBuca, YKOJUKO je TOTpeOHO JIOKa3aTH
npaBwIHO GyHKIHOHUCamke [lomra 754 cepBrca 3a moTpede CyACKOT MOCTYIIKA,

- 3a0eNeXeH0 TAayHO BpeMe 3HAYajHUX MPOMEHA Yy OKPYXKemy, YIpaBjbamha KJbydeBHMa H
CHHXPOHHM3AIIM]je BpEMEHa,

- yyBaHu 3anucu y Be3u Ilomra 7SA cepBuca, TOBOJbHO AYro, MOCi€ HUCTEKa Baxewa 154
cepTudukara, paau MoryhHOCTH Mpykama oJroBapajyher npaBHor 10Ka3a,

- 4yBaHW 3anucu forahaja, Ha Ha4yMH KOju 00e30ehyje ma ce He MOry Jako oOpucaTé WiIH
VHUIITUTH,

- IOBEPJHUBO YyBaHH CBH MOJAI O KOPUCHHUIIMMA, OCUM YKOJIMKO C€ Ca KOPUCHUKOM JJOTOBOPH
Jla oAy MOTYy J1a Oy/y jaBHO 00jaBJbEHH,

- 3amKcaHu forahaju Koju ce Tuay:

- ®%uBOTHOT nukiyca [lomra 754 xjpydeBa 3a MOTIIMCUBAkE/TIEYaTUPABE U cepTU(HUKATA,

- CHUHXpOHM3allMje BpeMeHa jeAuHuie 3a Qopmupame BpemeHckor xwura [lomra 7SS4 ca
M3BOPOM TAYHOT BPEMEHa,

- TYOUTKa CHHXpOHH3aIMje BpeMeHa jequHulle 3a popMmupame BpeMeHckor xura [lomra 754 ca

M3BOPOM TAYHOT BPEMEHa.

7.5. Opranuzanmja

[Tomra 7SA4 he 06e30emuTH 1a je opraHu3aimja paaa CUTypHa:

- [onuTuka u npouenype mno kojuma Ilomra 754 GyHkuonumie Hehe OUTH JTUCKPUMUHATOPCKE,

- Ilomra 7S4 he cBoje yciyre HpyXUTH CBUMa Y OKBHUPY Je(UHHCAHOT OICera CBOje
JeNaTHOCTH,

- [lomrra 784 je neo ,,ITomra Cpbuje’ a.0.0.,

- [lomra 7SA4 nma ¢puUHAHCHJCKY CTaOMIIHOCT U pecypce MOoTpedHe a Mociyje y CKIaay ca OBUM
MPAKTUYHUM TIPaBUIIAMA,

- [Tomrra 754 3anonubaBa 10BoJbaH Opoj 0co0sba, KOje Mmoceayje moTpedHo oopa3oBame, 00yKy 1
TEeXHUYKO 3HaE J1a pYy’Ka yCIyry n3/laBamba BPEMEHCKOT XKHra,

- [lomrra 7SA4 je mpaBHIIHO JOKYMEHTOBAO CBE CIIOpa3yMe U yroBOpe.

8. OCTAJIE OJIPEJBE

Ilomra 754 nannahyje wW3naBamkbe BpPEMEHCKHMX JKATOBA HAa OCHOBY LIEHOBHHKA, KOJU je€
o0jaBsbeH Ha BeO cajry [lomra 7S4 1 KOju je JOCTynaH Ha 3aXTEB CBUM 3aMHTEPECOBAHUM JIUIMMA.

[Tomra 7SA my>XHO je 1a ce y CBOM IOCJIOBamky MpHUAPKaBa oJpeadn 3aKoHa KojuM ce ypehyje
3alITUTA MOJaTaka O JMYHOCTH.

[Tomta 7SA rapanTtyje npyxame yciayre u3aBamba BpEMEHCKOT KUT'a, y CKJIaay ca MpoIucuMa,
OBMM TNPAKTHYHUM IPaBWIMMA U IPYTUM OMNIUTUM akTuma ,,Ilomra Cpbuje™ 1.0.0, KOju ¢y yckiaheHu
ca nmporniucuma Peny6imke CpoOwuje.

[Tomrra 754 uma o6aBe3y na 06e30e1u yCIIOBE 3a M0Y3/JaHO MPYyKambe yclyre, a HApOYUTO:
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- pecypce moTpeOHE 3a HU3JaBamkbe€ BPEMEHCKOI JKHTa Yy CKIAAy ca 00jaB/beHHM OIIITHM
YCIOBMMA, MOJIUTUKOM U IMPAaKTUYHUM MpaBUIIMMa U3/1aBaba BPEMEHCKOT JKUra,

- JIOCTYIHOCT CBOJUX yCJIyra CBUM KOPMCHHIIMMA YHj€ Cy aKTUBHOCTH Y CKJIaJy Ca MOJUTHKOM
U MIPAKTUYHUM [IpaBUJIMMa U3/1aBakba BPEMEHCKOT JKUTa,

- 3aAITUTY JIUYHUX T0J]aTaKa KOPUCHHKA,

- e()MKacHO INOCTYyIName y pelllaBamby peKjIaMalyja U ClopoBa ca KOPUCHHUIMMA WIHA APYTHM
3aWHTEPECOBAHUM CTpaHaMa Yy Be3U M3/1aBarba BPEMEHCKOT JKHTa.

Kopuchuk je o6aBe3aH 1a moctyna y CKiaay ca IMPOHUCHMAa U YrOBOPOM KOJU j€ 3aKJbY4€H y
CKJIa/ly ca IPOIUCUMA.

[Tomra 7SA4 npu3Haje nmpaBa KOPUCHUKA KOja Cy Y CKJIay ca MPOoIMKcHMa.

[Tomra 7SA nyXHO je 1a 4yyBa J0Ka3e O TOME J1a je MOCTYHAJI0 Y CKIaay ca MPOnUCcCUMa.

KopucHuk je o1roBopas 3a IITETY KOja je HacTaja leroBOM KPUBHUIIOM.

KopucHUK HuUje OAroBOpaH 3a IITETY, aKO JOKaXe Ja je MOCTYMao y CKIaay ca 3aKOHOM,
M0JI3aKOHCKUM aKTUMa U 3aKJbYYE€HUM YTOBOPOM.

Csu cniopoBu usmely Ilomra 7SA4, kopuchHuka u tpeher nuna 6uhe pemaBaHu J0roBopoM, a y
cllyyajeBMMa KajJa To Huje Moryhe, criop he pemaBaru HajuiexHu ¢y y beorpany.

[Tomta TSA4 ce ociiobaha oAroBOpHOCTH 32 OWIIO KOjy IITETY MPUYUELEHY KOPUCHHUKY, APYTOM
YYECHUKY WM TpeheM juily, NIPUINKOM NpyKamba yCIyre U3/laBamba BPEMEHCKOT KHra, YKOJIUKO je 110
IITETE JIONUIO YCIIE pa3iiora Koju ¢y u3BaH koHtpode [lomra 754, omHOCHO, ycie | BUILE CHIIE.

OBa npakTHyHa NpaBWIa U Ipyra akTa 00jaBjbyjy ce Ha CPIICKOM je3UKY.

9. 3ABPHIHE OJPEJBE

Jlo crymama Ha CHary OBHMX MPaKTHYHUX MpaBuia npumemuBahe ce [IpakTuuHa mpaBwmia 3a
npyXame YyCIyre H3JlaBamba KBaJHM(PHKOBAHUX BPEMEHCKUX jkuroBa JaBHor mpenyseha ,Ilomra
Cpbuje*, beorpan (Time - Stamp Practise Statement) (,,Cnyx6enu [1TT-rnacaux®, 6poj 1370/21), unja
B)KHOCT MPECTaje 10 CTyMamby Ha CHAr'y OBUX MPAKTHYHUX MPABHUIIA.

OBa mpakTHYHa IpaBUja CTyIajy Ha CHary ocMor JlaHa o]l JaHa o0jaBJbuBama y ,,Ciryx0eHoM
IITT - rmacHuKy* 1 00jaBsbyjy ce u Ha Beb cajTy Ilomre 754.

»IHOIITA CPBHUJE* 1.0.0.
B. 1. IUPEKTOPA
3opan Anhenaxosuh, c. p.
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